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Abstract
We have examined the effect of the decoherence in the Ekert91 quantum cryptographic protocol.
In order to explore this issue we have introduced two major decoherences, the depolarizing channel
and the generalized amplitude damping, between the singlet source and one of the legitimate users.
It is shown that the depolarizing channel disentangles the quantum channel more easily than the
generalized amplitude damping. This fact indicates that the Ekert protocol is more robust to
the generalized amplitude damping. We also have computed the Bell inequality to check the
robustness or weakness of the Ekert91 protocol. Computation of the Bell inequality also confirms
the robustness of the Ekert91 protocol to the generalized amplitude damping compared to the
depolarizing channel.
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The purpose of the quantum key distribution (QKD) is to establish a secret key between
the two legitimate users, usually called Alice and Bob, who are assumed to be distant from
each other. The most well-known protocol for QKD process is BB-84[1] scheme. Since
Alice and Bob share the secret key in this scheme using two conjugate bases {|x〉, |y〉} and
{|u〉, |v〉}, where
|u〉 = 1√
2
(|x〉+ |y〉) |v〉 = 1√
2
(|x〉 − |y〉) , (1)
BB84 is conventionally called two-bases protocol.
Since the most important issue in the QKD is a security problem, it is important to un-
derstand the possible strategies of the eavesdropping. The various eavesdropping strategies,
therefore, were investigated[2, 3, 4, 5] in the BB84 scenario. Especially, in Ref.[5], the opti-
mal strategy for the translucent eavesdropping was analytically analyzed. Following Ref.[5],
we know that the optimal mutual information between sender (Alice) and eavesdropper
(Eve) becomes
Ixy = 1
2
φ
[
2
√
Duv(1−Duv)
]
Iuv = 1
2
φ
[
2
√
Dxy(1−Dxy)
]
, (2)
where the subscripts denote the basis Alice sends a signal to Bob, and φ(z) = (1+z) log2(1+
z) + (1− z) log2(1− z). The constants Dxy and Duv denote the disturbance in these bases.
Although the optimal eavesdropping strategy can be, in general, performed with Eve’s two
qubit probe[6], authors in Ref.[7] has shown that it is also possible with single-qubit probe.
Recently, the situation that many eavesdroppers attack the BB84 protocol is discussed[8].
Besides BB84 protocol many different protocols have been suggested to establish the
secure QKD. In Ref.[9] Ekert suggested a different protocol based on the maximally entangled
EPR state. In this protocol, called Ekert91 protocol, the presence of the eavesdroppers can
be realized by the legitimate users if they compute the Bell inequality[10, 11]. Few years
later the implementation and the possible eavesdropping strategies for the Ekert91 protocol
were experimentally realized in Ref.[12]. Another protocol suggested in Ref.[13] (see also
Ref.[14]) is that Alice sends a signal to Bob using three bases {|x〉, |y〉}, {|u〉, |v〉} and
{|w〉, |z〉}, where
|w〉 = 1√
2
(|x〉+ i|y〉) |z〉 = 1√
2
(|x〉 − i|y〉) . (3)
In this protocol the maximal mutual information between Alice and Eve reduces to
IAE = 1 + (1−D)
{
f(D) log f(D) + [1− f(D)] log [1− f(D)]
}
(4)
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where D is an error rate and
f(D) =
1
2
[
1 +
1
1−D
√
D(2− 3D)
]
. (5)
Since IAE in Eq.(4) is less than the two-bases optimal mutual information given in Eq.(2),
we can say that the potocol with three-bases is more secure than the usual two-bases BB84
protocol. In addition, the quantum cryptography with qudit states[15, 16, 17, 18], continuum
states[19], and noisy channels[20] are currently investigated.
FIG. 1: The schematic diagram for the Ekert91 protocol. The singlet source distributes the first
qubit to Alice and the second one to Bob. In order to check the presence or absence of the
eavesdroppers Alice measures the correlation coefficients along a1 and a2, and Bob along b1 and
b2. These measurements enable them to compute the Bell-inequality.
In this paper we would like to examine the effect of the decoherence in the Ekert
protocol[9]. In this protocol the source of the singlet state |ψS〉 = (1/
√
2)(|01〉 − |10〉)
sends the first qubit to Alice and the second one to Bob. Then, they can establish the QKD
via the usual von Neumann measurement. The presence of the eavesdropper can be readily
realized in this protocol by computing the Bell inequality. We will examine the effect of the
decoherence by introducing the various noises between the singlet-source and Bob.
We first consider the depolarizing channel whose quantum operation[21] is
ε(ρ) = p
I
2
+ (1− p)ρ. (6)
The operator-sum representation of the depolarizing channel can be written as
ε(ρ) =
3∑
k=0
EkρE
†
k (7)
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where the operation elements are given by
E0 =
√
1− 3p
4
I E1 =
√
p
2
X E2 =
√
p
2
Y E3 =
√
p
2
Z. (8)
In Eq.(8) X , Y , and Z denote the usual Pauli matrices. Since we assume that the depo-
larizing channel is introduced between the singlet-source and Bob, the effect of this noise
changes the singlet state into
εDP (ρS) =
3∑
k=0
(1 ⊗ Ek)ρS(1 ⊗Ek)† (9)
where the subscript ‘DP’ stands for depolarizing channel and
ρS ≡ |ψS〉〈ψS|= 1
2


0 0 0 0
0 1 −1 0
0 −1 1 0
0 0 0 0

 . (10)
Inserting the operation elements in Eq.(8) into Eq.(9), one can easily derive
εDP (ρS) =
1
2


p/2 0 0 0
0 1− p/2 −(1− p) 0
0 −(1− p) 1− p/2 0
0 0 0 p/2

 . (11)
At this stage let us assume that the legitimate users, Alice and Bob, want to per-
form the quantum mechanical measurement to realize which states they have. In other
words, they perform a von Neumann measurement with a set of measurement operators
{M00,M01,M10,M11}, where
M00 = |0〉A〈0|⊗|0〉B〈0| M01 = |0〉A〈0|⊗|1〉B〈1| (12)
M10 = |1〉A〈1|⊗|0〉B〈0| M11 = |1〉A〈1|⊗|1〉B〈1|.
In Eq.(12) the subscripts ‘A’ and ‘B’ correspond to Alice and Bob respectively. Making use
of the quantum mechanical postulate[21] it is easy to show that the probabilities P (i, j) for
outcome i and j are
P (0, 0) = P (1, 1) =
p
4
P (0, 1) = P (1, 0) =
1
2
− p
4
. (13)
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Therefore, the depolarizing channel induces an error in the QKD between Alice and Bob,
whose rate is
D = P (0, 0) + P (1, 1) =
p
2
. (14)
In terms of the error rate D, εDP (ρS) can be written as
εDP (ρS) =
1
2


D 0 0 0
0 1−D 2D − 1 0
0 2D − 1 1−D 0
0 0 0 D

 . (15)
Since Ekert protocol relies on the entanglement of the quantum state emitted by the
source, it is important to keep the high entanglement throughout the procedure. If, therefore,
the noises disentangle the quantum channel, Ekert protocol becomes useless for the creation
of QKD. In this reason in order to know whether or not the Ekert protocol is robust under the
depolarizing channel it is important to compute the entanglement of εDP (ρS). In this paper
we adopt the concurrence as an entanglement measure, whose computational technique was
developed in Ref.[22]. Following Ref.[22] it is easy to show that the concurrence CDP of
εDP (ρS) is
CDP =

 1− 3D 0 ≤ D ≤ 1/30 1/3 ≤ D ≤ 1/2. (16)
If, therefore, D is too large, CDP is too small which means that Ekert protocol becomes
useless.
Another factor we should carefully examine is the Bell-inequality. Since Alice and Bob
assume the presence of the eavesdroppers if the Bell-inequality is not violated, it is important
to understand the effect of noises on the Bell-inequality. In order to discuss this issue we
consider first the correlation coefficient of the measurement performed by Alice along ai and
by Bob along bj :
E(ai,bj) = P++(ai,bj) + P−−(ai,bj)− P+−(ai,bj)− P−+(ai,bj) (17)
where P±±(ai,bj) denotes the probability that result ± has been obtained along ai and ±
along bj . Then, the CHSH expression of the Bell-inequality is |S| ≤ 2, where
S = E(a1,b1)−E(a1,b2) + E(a2,b1) + E(a2,b2). (18)
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In Ekert protocol the measurement directions ai and bj lie in the x-y plane, perpendicular
to the trajectory of the particles, with azimuthal angles θi and θj . Then, P±±(ai,bj) for the
quantum state ρ can be computed as follows:
P++(ai,bj) = Tr
[
M †++M++ρ
]
P+−(ai,bj) = Tr
[
M †+−M+−ρ
]
(19)
P−+(ai,bj) = Tr
[
M †−+M−+ρ
]
P−−(ai,bj) = Tr
[
M †−−M−−ρ
]
where the measurement operators are
M++ = |+, ai〉A〈+, ai|⊗|+,bj〉B〈+,bj| M+− = |+, ai〉A〈+, ai|⊗|−,bj〉B〈−,bj| (20)
M−+ = |−, ai〉A〈−, ai|⊗|+,bj〉B〈+,bj| M−− = |−, ai〉A〈−, ai|⊗|−,bj〉B〈−,bj |.
In Eq.(20) |±, ai〉 = (1/
√
2)(|0〉±eiθi |1〉) and |±,bj〉 = (1/
√
2)(|0〉±eiθj |1〉). If ρ is noiseless
singlet state, it is easy to show that Eq.(19) gives
P++(ai,bj) = P−−(ai,bj) =
1
4
[1− cos(θi − θj)] (21)
P+−(ai,bj) = P−+(ai,bj) =
1
4
[1 + cos(θi − θj)]
and, as a result, E(ai,bj) = −ai ·bj. If we choose the azimuthal angles of a1, a2, b1 and b2
as 0, pi/2, pi/4 and 3pi/4, we have |S| = 2√2. Thus, the Bell-inequality is violated for the
noiseless case, which can be used to check the presence of eavesdroppers in Ekert protocol.
For the case of the depolarizing channel the quantum state ρ should be changed into
εDP (ρS) in Eq.(15). In this case it is easy to show that the factor S becomes
|SDP | = 2
√
2(1− 2D). (22)
Therefore, the Bell-inequality is violated in the region 0 ≤ D ≤ DDPc , where the critical
error rate DDPc is
DDPc =
1
2
[
1−
√
2
2
]
∼ 0.146. (23)
When D > DDPc , the Bell-inequality is satisfied and the Ekert protocol via the depolarizing
channel becomes useless. Combining Eq.(16) and Eq.(22), one can say that the Ekert pro-
tocol is not useful for the creation of QKD when the concurrence is less than CcDP , where
the critical concurrence is
CcDP = 1− 3DDPc =
3
√
2− 2
4
∼ 0.51. (24)
6
It is worthwhile noting that the choice of the measurement direction on the x-y plane
for the noiseless case does give the optimal S-factor for the case of the depolarizing channel
too. This can be easily shown following Ref.[23]. However, this does not hold in general.
For example, let us consider the bit-flip, whose quantum operation is
εBF (ρS) =
1∑
k=0
(1 ⊗ Ek)ρS(1 ⊗ Ek)† (25)
with
E0 =
√
pI E1 =
√
1− pX. (26)
In this case εBF (ρS) becomes finally
εBF (ρS) =
1
2


D 0 0 −D
0 1−D −(1−D) 0
0 −(1−D) 1−D 0
−D 0 0 D

 (27)
where D = 1 − p. Then it is easy to show that the above-mentioned calculation procedure
gives S-factor |SBF | = 2
√
2(1−D) while the optimal S-factor is |S| = 2√2√(1−D)2 +D2.
In this case, therefore, the choice of the measurement direction on x-y plane for the noiseless
case does not give the optimal S-factor in the presence of the decoherence..
Finally, we would like to discuss the Ekert protocol with the generalized amplitude damp-
ing, whose operation elements are
E0 =
√
p

 1 0
0
√
1− γ

 E1 = √p

 0 √γ
0 0

 (28)
E2 =
√
1− p

√1− γ 0
0 1

 E3 =√1− p

 0 0√
γ 0

 .
The amplitude damping is one of the important quantum noise, which describes the effect of
energy dissipation. Making use of Eq.(28), one can show straightforwardly that the quantum
operation εGAD(ρS) reduces to
εGAD(ρS) =
1
2


2pD 0 0 0
0 1− 2pD −√1− 2D 0
0 −√1− 2D 1− 2(1− p)D 0
0 0 0 2(1− p)D

 (29)
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where the error rate is defined as D = γ/2. Following Wootters’ procedure[22], one can
show that the concurrence CGAD for the mixed state (29) becomes
CGAD =

 λ+ − λ− − λ1 − λ2 D ≤ µ(p)0 D ≥ µ(p) (30)
where
µ(p) =
√
1 + 4p(1− p)− 1
4p(1− p) (31)
λ± =
(
[1− 2D + 2p(1− p)D2]±√(1− 2D)[1− 2D + 4p(1− p)D2]
2
)1/2
λ1 = λ2 =
√
p(1− p)D.
It is worthwhile noting that CGAD has symmetry under the p↔ (1− p) interchange.
0.0 0.1 0.2 0.3 0.4 0.5
0.0
0.2
0.4
0.6
0.8
1.0
 
 
C
on
cu
rr
en
ce
Fig. 1
D
0.5
p=0
0.9
0.7
FIG. 2: The plot of D-dependene of the concurrences. The dotted line is the concurrence for
the depolarizing channel given in Eq.(16). The solid lines are concurrences for the generalized
amplitude damping given in Eq.(30) with p = 0, 0.9, 0.7 and 0.5. Since the dotted line is less
than other concurrences, this fact implies that the Ekert protocol is weak under the depolarizing
channel compared to the generalized amplitude damping.
Fig. 1 shows the D-dependence of the concurrence CGAD with p = 0, 0.9, 0.7 and 0.5.
For comparison we plot the concurrence for the depolarizing channel together. Since the
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concurrence for the depolarizing channel is less than those for the generalized amplitude
damping, this means that the quantum channel for the Ekert protocol can be disentangled
more easily in the depolarizing channel. Therefore, we can conclude that the Ekert protocol
is more robust to the generalized amplitude damping than the depolarizing channel. Among
the generalized amplitude damping the Ekert protocol is weak at p = 0.5 and robust at
p = 0 or 1.
The S-factor for the generalized amplitude damping can be straightforwardly computed.
It is interesting that the S-factor is independent of p as follow:
|SGAD| = 2
√
2
√
1−D. (32)
This S-factor is optimal even in the presence of the decoherence like the depolarizing
channel[23]. The Bell-inequality is violated in the region 0 ≤ D ≤ DGADc , where the critical
error rate DGADc is
DGADc =
1
4
= 0.25. (33)
Since DGADc > D
DP
c , it also indicates that the Ekert protocol is more robust for the gener-
alized amplitude damping than for the depolarizing channel.
In this paper the effects of the depolarizing channel and the generalized amplitude damp-
ing are investigated in the Ekert91 quantum cryptographic protocol. The decrease of the
entanglement of the quantum channel has been explicitly calculated when the decoherences
are introduced between the singlet state source and Bob. The decreasing rate in the de-
polarizing channel is much larger than that in the generalized amplitude damping. This
fact implies that the Ekert91 protocol is more robust to the generalized amplitude damping
compared to the depolarizing channel.
The Bell-inequality is also computed when the decoherences change the quantum channel
into the mixed state. It is shown that the measurement direction chosen for the optimal S-
factor in the noiseless case is also optimal when the depolarizing channel and the generalized
amplitude damping are introduced. However, this maintenance does not hold in general.
We have explicitly shown that this maintenance does not hold in the bit-flip.
Combining the computation of the entanglement of the quantum channel and the Bell
inequality, we have shown that the Ekert91 protocol becomes useless whenD ≥ DDPc = 0.146
for the depolarizing channel and D ≥ DGADc = 0.25 for the generalized amplitude damping,
9
where D is an error rate between Alice and Bob. The fact DDPc < D
GAD
c confirms again
that the Ekert91 protocol is more robust to the generalized amplitude damping.
Acknowledgement: This work was supported by the Kyungnam University Foundation
Grant, 2008.
[1] C. H. Bennett and G. Brassard, Quantum Cryptography, Public Key Distribution and Coin
Tossings, in Proceedings of the IEEE International Conference on Computer, Systems, and
Signal Processing, Bangalore, India (IEEE, New York, 1984), pp. 175-179.
[2] B. Huttner and A. K. Ekert, Information gain in quantum eavesdropping, J. Mod. Opt. 41
(1994) 2455.
[3] N. Lu¨tkenhaus, Security against eavesdropping in quantum cryptography, Phys. Rev. A54
(1996) 97. [quant-ph/9711033]
[4] N. Gisin and B. Huttner, Quantum clonning, eavesdropping and Bell’s inequality, Phys. Lett.
A228 (1997) 13. [quant-ph/9611041]
[5] C. A. Fuchs, N. Gisin, R. B. Griffiths, C. S. Niu and A. Peres, Optimal eavesdropping in
quantum cryptography. I. Information bound and optimal strategy, Phys. Rev. A 56 (1997)
1163. [quant-ph/9701039]
[6] R. B. Griffiths and C. S. Niu, Optimal Eavesdropping in Quantum Cryptography. II. Quantum
Circuit, Phys. Rev. A56 (1997) 1173. [quant-ph/9702015]
[7] E. Biham and T. Mor, Bounds on Information and the Security of Quantum Cryptography,
Phys. Rev. Lett. 79 (1997) 4034.
[8] E. Jung, M. R. Hwang, D. K. Park, H. S. Kim, E. S. Yim and J. S. Son, Attack of Many
Eavesdroppers via Optimal Strategy in Quantum Cryptography, Phys. Rev.A79 (2009) 032339.
[arXiv:0901.1932 (quant-ph)]
[9] A. K. Ekert, Quantum Cryptography Based on Bell’s Theorem, Phys. Rev. Lett. 67 (1991)
661.
[10] J. S. Bell, On the Einstein-Podolsky-Rosen Paradox, Physics 1 (1964) 195.
[11] J. F. Clauser, M. A. Horne, A. Shimony and R. A. Holt, Proposed experiment to test local
hidden-variable theories, Phys. Rev. Lett. 23 (1969) 880.
[12] D. S. Naik, C. G. Peterson, A. G. White, A. J. Berglund and P. G. Kwiat, Entangled state
10
quantum cryptography: Eavesdropping on the Ekert protocol, Phys. Rev. Lett. 84 (2000) 4733.
[quant-ph/9912105]
[13] D. Bruß, Optimal Eavesdropping in Quantum Cryptography with Six states, Phys. Rev. Lett.
81 (1998) 3018 [quant-ph/9805019].
[14] H. Bechmann-Pasquinucci and N. Gisin, Incoherent and coherent eavesdropping in the six-state
protocol of quantum cryptography, Phys. Rev. A59 (1999) 4238 [quant-ph/9807041].
[15] H. Bechmann-Pasquinucci and A. Peres, Quantum Cryptography with 3-state systems, Phys.
Rev. Lett. 85 (2000) 3313. [quant-ph/0001083]
[16] D. Bruß and C. Macchiavello, Optimal Eavesdropping in Cryptography with Three-Dimensional
Quantum States, Phys. Rev. Lett. 88 (2002) 127901. [quant-ph/0106126]
[17] M. Bourennane, A. Karlsson, G. Bjo¨rk, N. Gisin and N. J. Cerf, Quantum Key Distribution
using Multilevel Encoding: Security Analysis, J. Phys.A 35 (2002) 10065. [quant-ph/0106049]
[18] N. J. Cerf, M. Bourennane, A. Karlson and N. Gisin, Security of Quantum Key Distribution
Using d-Level Systems, Phys. Rev. Lett. 88 (2002) 127902. [quant-ph/0107130]
[19] S. Pirandola, S. L. Braunstein and S. Lloyd, Characterization of Collective Gaussian Attacks
and Security of Coherent-State Quantum Cryptography, Phys. Rev. Lett. 101 (2008) 200504.
[arXiv:0806.4207 (quant-ph)]
[20] Z. Shadman, H. Kampermann, T. Meyer and D. Bruß, Optimal eavesdropping on noisy states
in quantum key distribution, arXiv:0804.0587 (quant-ph).
[21] M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum Information (Cam-
bridge University Press, Cambridge, England, 2000).
[22] W. K. Wootters, Entanglement of a Pair of Quantum Bits, Phys. Rev. Lett. 80 (1998) 2245.
[quant-ph/9703041]
[23] R. Horodecki, P. Horodecki and M. Horodecki, Violating Bell inequality by mixed spin-1/2
states: necessary and sufficient condition, Phys. Lett. A200 (1995) 340.
11
